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[bookmark: _Toc228974390]Introduction
The purpose of this document is to provide guidelines to the Service Providers with a structured and practical approach to meet OpenPeppol’s security assurance requirements that will be enforced as of 1st of July 2027. Recognizing that Service Providers vary significantly in size, maturity and regulatory context, the guidance below is divided in 2 distinct cases:
Service Providers with an active ISO/IEC 27001 certificate
Service Providers with no ISO/IEC 27001 certificate
[bookmark: _Toc228974391]Obligation of ISO/IEC 27001 
[bookmark: _Toc228974392]Rationale
The expansion of the Peppol network introduces a set of new cyber security risks. More participants lead to more potential entry points for threat actors. Greater geographic reach means greater variation in onboarding requirements, regulatory maturity and technical capability across SPs. Higher document volumes and values mean the financial incentive for fraud grows proportionally. 
The threat landscape has made independent security verification essential
Supply chain attacks have become the dominant threat pattern facing interconnected digital infrastructure. Third-party and supply chain compromises now account for 30% of all data breaches globally. The attack methodology is consistent: threat actors exploit trust relationships between interconnected participants rather than attempting to break through individual perimeters. They use stolen credentials, compromised integrations, and legitimate access paths to reach high-value targets through their least secure connection.
The Peppol network is the type of infrastructure these attacks target. A SP that processes invoice flows holds a privileged position in the critical financial infrastructure. A single compromised participant is not an isolated incident — it is a potential entry point into the procurement systems, financial records, and operational data of every organisation that participant serves. Self-attestation and contractual commitments alone are not sufficient to manage this risk. Independent, recurring verification against an internationally recognised standard represents the foundation of a credible response.
The global regulatory environment now demands it
Jurisdictions across the globe are in line with the same conclusion: organisations that handle critical digital infrastructure must operate under independently verified security management systems. ISO/IEC 27001 is the standard most widely referenced across this regulatory landscape. In the EU, the NIS2 Directive mandates information security management for operators of essential services and the Digital Operational Resilience Act imposes ICT risk management requirements across the financial sector. In the United States, NIST CSF 2.0 provides the federal cybersecurity framework referenced under CIRCIA, while state-level regulations including the NYDFS Cybersecurity Regulation impose security programme requirements on financial services organisations. Singapore’s amended Cybersecurity Act 2024 strengthens obligations on critical information infrastructure operators. Australia’s Cyber Security Act 2024, its first standalone national cybersecurity legislation, introduces similar requirements for operators of systems of national significance. The UK’s government supply chain security guidance explicitly references ISO/IEC 27001 as the baseline for suppliers to critical public services.
Peppol operates across all of these jurisdictions and not only. A SP without ISO/IEC 27001 certification is, in an increasing number of markets, operating below the regulatory baseline that its own national legislation requires. The Peppol certification mandate does not create a new burden — it aligns the network’s requirements with the direction in which regulation is already heading globally.
What ISO/IEC 27001 provides
ISO/IEC 27001 requires organisations to identify their information security risks, implement proportionate controls, and submit the entire management system to independent audit on a recurring basis. It does not certify a point in time — it certifies an ongoing commitment to security governance. This is what distinguishes it from questionnaires, declarations, and contractual obligations: it is independently verified, it is repeated, and it cannot be maintained without genuine operational commitment. For OpenPeppol, these are the characteristics that make ISO/IEC 27001 the appropriate baseline for Service Providers — it provides structured, recurring, third-party assurance that every participant in the network is managing its information security risks in a consistent and auditable manner.
[bookmark: _Toc228974393]Scope
Each Service Provider MUST hold a valid ISO/IEC 27001 certification. The scope of certification MUST encompass the end-to-end provision of all Peppol services operated under the Service Provider Agreement, including the systems, processes, and organisational functions that support those services[footnoteRef:1]. [1:  Depending on the services operated, the scope will typically include Access Point (AP) and/or Service Metadata Publisher (SMP) operations and their associated processes, such as End User Identification (EUI), document handling and format conversion (where performed), message integrity and anti-forgery controls, logging and audit trail management, and backup and business continuity procedures.] 

[bookmark: _Toc228974394]Guidance
This section provides practical guidance for Service Providers at each stage of the certification journey. It is structured to reflect the different situations in which Service Providers may find themselves relative to the 1st of July 2027 compliance deadline. For each situation, this chapter sets out the steps required to achieve and demonstrate compliance and the evidence that must be provided to Open Peppol.
[bookmark: _Toc228289533][bookmark: _Toc228289534][bookmark: _Toc228289535][bookmark: _Toc228974395]Service providers that currently hold an ISO/IEC-27001 certification
Service Providers that hold a current and valid ISO/IEC 27001 certificate at the time of the compliance deadline of 1st of July 2027 are considered to have met the requirement of the security certification mandate, subject to the conditions set out in this chapter. 
Important note: Holding a certificate is, a necessary but not sufficient condition for compliance.
OpenPeppol requires that the certificate held by a Service Provider satisfies a specific set of criteria relating to its scope, validity, the legal entity to which it is issued and the identity of the certifying entity, and that the Service Provider can demonstrate continued adherence to the standard through an active recertification schedule. This chapter sets out the obligations that apply to certified Service Providers, the process by which compliance is confirmed and recorded, and the actions required where an existing certificate does not fully satisfy the criteria indicated by OpenPeppol.
The rationale for these requirements reflects a principle that is fundamental to the integrity of the certification mandate: the value of ISO/IEC 27001 certification as a trust mechanism within the network depends on its consistent and verifiable application across participating Service Providers. A certificate that is valid in general terms but does not cover the systems, processes, and personnel through which a Service Provider operates on the Peppol network does not provide the established assurance level. Similarly, a certificate issued to a legal entity other than the entity that signed the Service Provider Agreement with OpenPeppol cannot be considered to demonstrate compliance.
[bookmark: _Toc228974396]Scope check
Service Providers are required to verify, as a prerequisite to submitting their certificate to OpenPeppol, that the scope as defined in their Statement of Applicability explicitly covers the scope defined above in 2.2: 
The scope of certification MUST encompass the end-to-end provision of all Peppol services operated under the Service Provider Agreement, including the systems, processes, and organisational functions that support those services. 
Where the existing scope does not satisfy this requirement, the Service Provider must initiate a scope extension with its certification body prior to submission. A scope extension requires a reassessment by the certification body of the additional areas added within the management system and, where applicable, an updated Stage 2 audit. 
Service Providers should account for the time required to complete this process when assessing their readiness ahead of the 1st of July 2027 deadline, as a scope extension cannot be assumed to take an exact amount of time.
[bookmark: _Toc228974397]Parent organisations
There are cases where the parent organisation of the Service Provider holds an ISO/IEC 27001 certificate that in general applies to the whole company group. This certificate only complies with the OpenPeppol requirement if the Statement of Applicability covers the scope as determined by OpenPeppol and the organization is the one that signed the Peppol Service Provider Agreement.
[bookmark: _Toc228974398]Certificate submission
Once the Service Provider has confirmed that its ISO/IEC 27001 Statement of Applicability covers the scope indicated by OpenPeppol, the certificate must be submitted to OpenPeppol through the Service Desk as soon as possible. 
Exact submission timelines are set out in the implementation plan.
Following the submission, the Operating Office will check the certificate and inform the Service Provider if it is compliant with the requirements. 
The recommendation is that when a Service Provider faces uncertainty between the scope and the Statement of Applicability, they will contact OpenPeppol via Service Desk for confirming the alignment between the two, before proceeding further.
[bookmark: _Toc228289540][bookmark: _Toc228289541][bookmark: _Toc228289542][bookmark: _Toc228974399]Service Providers with no ISO/IEC 27001 certification
[bookmark: _Toc228974400]Management commitment
A common assumption in organisations pursuing ISO/IEC 27001 certification is that it is primarily a technical undertaking, to be delegated to the IT or security function. This frequently leads to certification programmes that are technically sound but organisationally fragile — capable of passing an audit but unable to sustain the management system over time. ISO/IEC 27001 is, by design, a management system standard that places explicit and non-delegable obligations on senior leadership. The standard requires that top management demonstrates commitment to the ISMS, approves the information security policy, ensures security objectives are integrated into the organisation's broader processes, and provides the resources necessary for the system to function. These obligations cannot be satisfied by a security team acting alone.
For Service Providers, the involvement of senior management is not a procedural aspect — it is a requirement that auditors will assess directly. Organisations that treat certification as a technical workstream, without sustained leadership engagement, regularly encounter this gap at the surveillance audit stage. Within the Peppol network, where certification is a condition of continued participation, that gap is not just an audit finding — it is a compliance risk that affects the Service Provider's standing on the network
[bookmark: _Toc228974401]Certification body
The certification body is the independent, accredited organisation responsible for assessing whether a Service Provider's Information Security Management System meets the requirements of ISO/IEC 27001 and, where it does, issuing the certificate that attests to that fact. Certification bodies must be accredited by a recognised national accreditation authority — such as UKAS in the United Kingdom or DAkkS in Germany or JAS-ANZ in Australia — to ensure that their assessments meet a consistent international standard. The relationship between a Service Provider and its certification body is a formal engagement that spans the full certification lifecycle: from the initial Stage 1 documentation review and the Stage 2 certification audit, through the annual surveillance audits that confirm the ISMS remains operational and effective, to the recertification audit conducted at the end of the three-year certificate validity period. Service Providers should engage their certification body at the earliest possible stage of the certification process. Proof of this engagement must be provided to Open Peppol. Exact submission timelines are set out in the implementation plan.
[bookmark: _Toc228974402]Expertise on ISO/IEC 27001 
Implementing an Information Security Management System in line with ISO/IEC 27001 requires a solid understanding of the standard and its requirements. Where that expertise is not available internally on the Service Provider side, it is advisable to engage an external consultant or advisory firm who can guide the organisation through the implementation process. In addition to supporting the design and implementation of the ISMS, such a partner can also conduct the internal audit that the certification body will expect to have been completed before the Stage 2 audit begins
[bookmark: _Toc228974403]Equivalent certification
OpenPeppol recognises that some Service Providers may hold a security certification other than ISO/IEC 27001. Alternative certification schemes may be accepted, provided they appear on the official OpenPeppol list of allowable certificates.
Should a Service Provider hold an an alternative certification and wish it to be considered for inclusion on that list, the Peppol Authority or the Service Provider itself, may submit a request to OpenPeppol through the Service Desk.
The request must contain:
The alternative certificate that should be considered in equivalence to the ISO/IEC 27001 including validity period and issue date
The geographical scope in which it is recognised (national, regional, or international)
Scope covered by the respective certificate
Documents/reports based on which the respective certificate was granted, most important evidence that the scheme requires independent third-party audit, not self-assessment
Requests must be submitted no later than 30 June 2026. OpenPeppol will review all submissions together with the Security Committee, while the Managing Committee will take the final decision on whether the scheme is accepted. The requestor will be notified of the outcome once a decision has been reached.
[bookmark: _Toc228974404]Implementation Phases
The below stated T0-5 must be considered as deadlines for submission of the requested documents.
[bookmark: _Toc228973480][bookmark: _Toc228974405]T0 (30 June 2026): 
Submission of request for equivalent certification
Peppol Authorities and/or Service Providers may submit a request to OpenPeppol through the Service Desk as described in chapter 3.3
[bookmark: _Toc228974406]T1 (1 September 2026):
Service Providers that hold an ISO/IEC 27001 certificate with a Statement of Applicability that explicitly covers the scope defined above in 2.2 must submit their certificate to OpenPeppol through the Service Desk as described in chapter 3.1.3. The submission must include:
A copy of the current, valid ISO/IEC 27001 certificate
The name and accreditation details of the certification body that issued it
· Reference to the Service Provider Agreement, confirming that the certificate holder is the signatory legal entity 
The certificate validity period and the date of the next scheduled audit. Until this submission has been received and acknowledged by OpenPeppol, the Service Provider will be considered as not holding a valid ISO/IEC 27001 certificate and must comply with the deadlines set out in T2 to T4.
[bookmark: _Toc228974407]T2 (1 October 2026): 
Submission of evidence package of ongoing certification project
Service Providers that do not yet hold an ISO/IEC 27001 certificate
If certification is still in progress, an evidence package must be submitted by the specified date demonstrating that the project is actively underway and on track. The package must include:
A letter from the certification body confirming that the certification project has formally commenced
A project plan showing the key milestones and confirming that certification will be achieved by 1st of July 2027
The defined scope of the ISMS, confirming it will cover Peppol-related operations



Service Providers that are updating their Statement of Applicability
If a current certificate is held but the scope requires extension or update to cover Peppol-related operations, an evidence package must equally be submitted by the specified date. The package must include:
A letter from the certification body confirming that the scope update process has formally commenced
A plan showing the timeline for the update and confirming it will be completed by 1st of  July 2027
[bookmark: _Toc228974408]T3 (1 February 2027): 
Status report on ongoing certification work
Service Providers that do not yet hold an ISO/IEC 27001 certificate
A status report must be submitted by the specified date confirming the current state of the certification project. The report must include:
Confirmation that the certification project remains on track against the project plan submitted 
A summary of the milestones completed since the previous submission
An updated project plan if any changes have been made to the original timeline
Confirmation of the scheduled date for the Stage 1 audit with the certification body
Details of any delays or obstacles encountered and the associated measures
Confirmation that the defined ISMS scope continues to cover all Peppol-related operations
Service Providers that are updating their Statement of Applicability
A status report must be submitted by the specified date confirming the current state of the scope update. The report must include:
Confirmation that the scope update remains on track against the plan submitted in the evidence package
A summary of the progress made since the previous submission
An updated plan if any changes have been made to the original timeline
Confirmation of the scheduled date for the reassessment with the certification body
Details of any delays or obstacles encountered and the associated measures
[bookmark: _Toc228974409]T4 (1 May 2027): 
Status report on ongoing certification work
Service Providers that do not yet hold an ISO/IEC 27001 certificate
A status report must be submitted by the specified date confirming the current state of the certification project. The report must include:
Confirmation that the certification project remains on track against the project plan submitted 
A summary of the milestones completed since the previous submission
An updated project plan if any changes have been made to the original timeline
Confirmation of the scheduled date for the Stage 1 audit with the certification body
Details of any delays or obstacles encountered and the associated measures
Confirmation that the defined ISMS scope continues to cover all Peppol-related operations
Service Providers that are updating their Statement of Applicability
A status report must be submitted by the specified date confirming the current state of the scope update. The report must include:
Confirmation that the scope update remains on track against the plan submitted in the evidence package
A summary of the progress made since the previous submission
An updated plan if any changes have been made to the original timeline
Confirmation of the scheduled date for the reassessment with the certification body
Details of any delays or obstacles encountered and the associated measures

[bookmark: _Toc228974410]T5 (1 July 2027): 
ISO/IEC 27001 mandatory
From this date onwards, all Service Providers are required to hold a valid ISO/IEC 27001 certificate with a Statement of Applicability that explicitly covers the scope defined above in 2.2, or an equivalent certification that has been formally accepted and included on the OpenPeppol list of allowable certificates.
[bookmark: _Toc228974411]Non-compliance
Based on the non-compliance policy as described in chapter 9 of the Internal Regulations part II – Use of the Peppol Network, predetermined timelines have been established in order to create clarity and consistency.
[bookmark: _Toc228973488][bookmark: _Toc228973489][bookmark: _Toc228973490][bookmark: _Toc228973491][bookmark: _Toc228973492][bookmark: _Toc228973493][bookmark: _Toc228973494][bookmark: _Toc228973495][bookmark: _Toc228973496][bookmark: _Toc228973497][bookmark: _Toc228973498][bookmark: _Toc228973499][bookmark: _Toc228973500]From 1st of July 2027, all Service Providers are required to hold a valid ISO/IEC 27001 certificate, or an equivalent certification included on the OpenPeppol list of permitted certificates. 
Where compliance cannot be demonstrated, OpenPeppol will initiate a non-compliance procedure in cooperation with the Peppol Authorities. A specific timeline for it is indicated below.
[bookmark: _Toc228974412]NC-1 (1 July 2027): 
Service Providers that have not yet achieved compliance by the deadline will receive a Warning Note with a formal notice outlining the steps required and the timeframe within which certification must be in place. This timeframe is referred below as NC-2.
[bookmark: _Toc228974413]NC-2 (1 January 2028): 
Service Providers that remain non-compliant beyond NC-2 will be subject to the first penalty, Internal Blacklisting. This Internal Blacklist will be made available to all OpenPeppol members. Affected Service Providers will simultaneously receive a further Warning Note confirming the deadline by which certification must be demonstrated. This deadline is referred to as NC-3.
[bookmark: _Toc228974414]NC-3 (1 Feburary 2028): 
Service Providers that remain non-compliant beyond NC-3 will be subject to the second penalty, External Blacklisting. Their status will be recorded on a publicly accessible register of non-compliant Service Providers. Affected Service Providers will simultaneously receive a further Warning Note confirming the deadline by which certification must be demonstrated. This deadline is referred to as NC-4.
[bookmark: _Toc228974415]NC-4 (1 March 2028): 
Service Providers that remain non-compliant beyond NC-4 will be subject to the third penalty, temporary revocation of their PKI Production certificate, effectively preventing further participation in the Peppol network until compliance is demonstrated. Once the non-compliance has been resolved and the required certification is in place, the Service Provider may apply for a PKI Production certificate. Affected Service Providers will simultaneously receive a further Warning Note confirming the deadline by which certification must be demonstrated. This deadline is referred to as NC-5.
[bookmark: _Toc228974416]NC-5 (1 April 2028): 
Service Providers that remain non-compliant beyond NC-5 will be subject to the fourth and final penalty. The Service Provider Agreement will be terminated and the Service Provider will be removed from the Peppol network with immediate effect.
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